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Introduction

Your system failed. Something broke, data was lost, customers were affected, and now
everyone is looking for answers. The instinct is to find who made the mistake. That instinct

will make things worse.

This worksheet gives you a structured, repeatable process for investigating any system,
automation, or process failure without blame, and turning it into concrete improvements. It is
built for team leads, founders, and operators who need to act fast, learn deeply, and prevent
the same class of failure from happening again.

Industry reports suggest that between 30% and 50% of automation projects fail outright, and
as many as 70% fail to deliver their expected returns (sources: Forbes, EZSoft Inc., Boston
Consulting Group via industry reporting). These are not outliers. Failure is a design problem,
not a personal one.

Why this matters for building resilient systems: The goal is never to build a system that
does not fail. The goal is to build a system that fails gracefully and recovers fast. This
worksheet is your first tool for making that shift — from reactive firefighting to proactive,
resilient design.

How to use this document: Gather the people closest to the incident. Go through each
section together as a collaborative discussion, not an interrogation. Fill in the fields, check
the boxes, assign the actions. Print it. File it. Review it.



What you will walk away with: A clear timeline, a deep understanding of contributing
factors, and a prioritized, owned list of action items to prevent the same type of failure from
recurring.



Quick Check: Are You Ready for a Blameless Post-Mortem?

Before you begin the worksheet, confirm these prerequisites. If any box is unchecked,
address it first. A post-mortem (a structured review conducted after an incident to
understand what happened and why) run in the wrong conditions will produce the wrong
conclusions.

« [0 The incident is stabilized. The system is no longer actively failing. You are in review

mode, not crisis mode.

e [ Theright people are in the room. Everyone who was directly involved in the incident,
the detection, or the response is present or has submitted written input.

o [0 A facilitator is designated. One person leads the discussion and ensures it stays
structured and blame-free. This person should not be the most senior person in the room.

o [0 Time s blocked. You have at least 60 minutes set aside with no interruptions. Rushed

post-mortems produce shallow findings.

o [J A note-taker is assignhed. Someone other than the facilitator is documenting findings

in real time.
If you checked all five boxes: Proceed to Section 1.

If any box is unchecked: Stop. Schedule the post-mortem for when all conditions can be
met. A poorly run post-mortem is worse than none — it creates a false sense of resolution.



The 3 Ground Rules for a Blameless Discussion

Before you begin, every person in the room must explicitly agree to these three rules. Read
them aloud. This is non-negotiable.

e [J Rule 1: We believe everyone did the best they could with the information they had at
the time. We start from positive intent. If someone made a decision that looks wrong in
hindsight, we investigate what information was missing or misleading — not whether the

person was careless.

e [ Rule 2: We are investigating the system and process, not the people. Every failure
has systemic conditions that made it possible. Our goal is to find those conditions and
change them, not to assign individual blame.

o [0 Rule 3: All findings will result in action items, not punishments. The only acceptable
outcome of this meeting is a list of improvements with owners and deadlines. If anyone

fears punishment, they will withhold information, and the post-mortem becomes useless.

Facilitator checkpoint: If anyone in the room cannot genuinely commit to these rules, pause

and address the concern before continuing.



Section 1: The Incident Report — What Happened?

The first task is to establish an objective, shared timeline. No interpretations. No speculation
about causes. Just facts.

A. Incident Name

Give the incident a clear, descriptive name that anyone on the team can recognize later.

Incident Name:

(Example: "Q3 Marketing Automation Data Sync Failure" or "Payment Gateway Timeout —
Nov 14")

B. Date and Duration

Date of Incident:

Time Detected:

Time Resolved:

Total Duration:

(Note: "Time Detected" and "Time of First Occurrence" are often different. If you know the
failure started before anyone noticed, record both.)

Time of Actual First Occurrence (if different):

Detection Gap (time between first occurrence and detection):

C. Incident Summary

Describe what happened in one to two sentences. Write it as if you are explaining the
incident to a colleague who was not involved.

D. Impact Assessment



Check all that apply and add specific notes. Be honest about the severity — underreporting

impact leads to under-prioritized fixes.

Severity (Low /

Impact Categor Applies? Notes
P ot PP Medium / High)

Customer-facing

disruption

Data loss or corruption [

Financial loss (direct) O

Financial loss (indirect,

e.g., lost time, O

opportunity cost)

Internal process

: . O
disruption
Reputational damage O
Compliance or legal -

exposure

E. Timeline of Key Events

List the sequence of events from the earliest known trigger through detection, response, and
resolution. Use precise timestamps where possible. If exact timestamps are unknown, note
that with "approx."

# Timestamp Event Description




Timestamp Event Description

(Add rows as needed. The more granular the timeline, the more useful the causal analysis.)

Outcome of this section: You now have a clear, factual, shared understanding of what
happened, when it happened, and how severe the impact was. No one should be debating

the basic facts from this point forward.



Section 2: Causal Analysis — Why Did It Happen?

This is where most teams fail. They find the trigger, call it the "root cause," and stop. That is
like treating a fever without diagnosing the infection.

The trigger is what set off the failure. The contributing factors are why the trigger was
possible and why the system could not handle it gracefully. You need both.

A. The Trigger

What was the direct, immediate event that initiated the failure?

(Example: "A third-party APl updated its field schema without notice, and our sync process
ingested malformed data.")

B. The "5 Whys" Drill-Down

Starting from the trigger, ask "why" repeatedly until you reach a systemic cause. Most teams
stop at Why #1 or #2. Push to at least Why #3.

Level Question Answer

Why 1 Why did [the trigger] cause a failure?

Why 2 Why was that condition possible?

Why 3  Why did that underlying condition exist?

Why 4  Why had that not been addressed?

Why 5  Why does the system or process allow this?

(Note: The "5 Whys" technique is a simple root-cause analysis method where you ask "why"
repeatedly to move past surface symptoms. Not every incident requires all five levels. Stop
when you reach a factor your team can actually change.)

C. Contributing Factor Categories



Check all categories that contributed to the failure and add specific notes. Most significant

failures have contributing factors in multiple categories.
System Factors (the technology and architecture):

» [0 Missing or insufficient error handling (the system did not catch or respond to the
unexpected condition)

e [0 No monitoring or alerting (no one was notified when the failure began)

0 Third-party dependency with no fallback (the system relied on an external service with
no backup plan)

[0 Performance or capacity limits exceeded

« [0 Missing circuit breaker (a mechanism that automatically stops a process when error
rates exceed a threshold, preventing cascading damage)

[1 No data validation at input boundaries

e [J Other system factor:

Notes:

Process Factors (how work is organized and communicated):

e [ No pre-launch testing checklist or protocol

[0 Inadequate testing (e.g., tested only the "happy path" where everything works as

expected, not edge cases)
e [ Poor communication between teams or systems
e [ Missing or outdated documentation

e [0 No defined escalation path (unclear who to contact or what to do when things go

wrong)

[0 Change management gap (a change was made without adequate review or

communication)

e [ Other process factor:

Notes:

Assumption Factors (things the team believed to be true that turned out not to be):

e [0 Assumed a third-party service would remain stable or backward-compatible
o [0 Assumed input data would be clean and correctly formatted

o [0 Assumed a manual step would always be performed correctly



e [J Assumed the system could handle the actual volume or load
e [ Assumed someone else was monitoring or responsible

e [0 Other assumption:

Notes:

D. The Resilience Question
This is the most important question in the entire worksheet. Answer it honestly.
Could this failure have been detected earlier?

e [0 Yes — monitoring or alerting would have caught it
e [0 Yes — a manual check or review step would have caught it

e [0 No — it was genuinely unforeseeable

[0 Partially — the trigger was unforeseeable, but the severity could have been limited

If the answer is "Yes" or "Partially," what specific mechanism was missing?

Could the blast radius (the total scope of damage caused by the failure) have been
smaller?

e [J Yes — a circuit breaker or automatic pause would have limited the damage
e [ Yes — better isolation between system components would have contained it

e [0 Yes — arollback mechanism (the ability to revert to a previous working state) would
have allowed faster recovery

e [0 No — the failure was inherently system-wide

If the answer is "Yes," what specific containment mechanism was missing?

Outcome of this section: You have identified the systemic weaknesses that made this failure
possible — not just the surface-level trigger but the deeper conditions that allowed it to
happen and spread.



Section 3: Lessons and Actions — What Will We Do?

Analysis without action is just a meeting. This section converts everything you have learned

into concrete, owned, time-bound improvements.

A. Short-Term Fixes (Containment)

What do you need to do right now to stabilize the system, repair the immediate damage, and
prevent the exact same failure from recurring tomorrow?

# Action Item Owner Due Date Status

1 - - [0 Done
2 - . [0 Done
3 - - [0 Done

B. Long-Term Improvements (Prevention)

What systemic changes will you make to prevent this entire class of problem — not just this
specific instance — from happening again? These are the actions that build lasting resilience.

# Action Item Owner Due Date Status

1 - - [0 Done
2 - - [0 Done
3 - - [0 Done
4 - - [0 Done

C. Action Quality Check

Before finalizing your action items, run each one through this filter. If an action fails any of
these checks, rewrite it.



[0 Specific: Does the action describe exactly what will change? ("Improve monitoring"

fails. "Add alerting for data sync error rates exceeding 1% of processed records" passes.)

[0 Systemic: Does the action address a category of failure, not just this one instance?
("Fix the API field name" fails. "Implement schema validation on all inbound data"
passes.)

[0 Owned: Does one specific person own the action? (Not "the team." One name.)
[0 Time-bound: Is there a concrete due date? (Not "soon" or "next sprint." A date.)

[0 Verifiable: Can someone check whether the action was completed and is working?
("Be more careful" fails. "Deploy automated test covering this scenario" passes.)



Section 4: Follow-Up and Accountability

A post-mortem without follow-up is theater. This section ensures the work actually gets
done.

A. Follow-Up Meeting

Follow-up review date:

(Schedule this for no more than two weeks after the post-mortem. Put it on the calendar
before the meeting ends.)

Facilitator for follow-up:

B. Follow-Up Agenda (Pre-Filled)

At the follow-up meeting, review each action item:

Status

(Complete / In New Due

Action Item Progress / If Blocked, Why? Date (if
Blocked / Not needed)
Started)

C. Post-Mortem Log

Over time, your completed post-mortems become one of the most valuable documents your
team owns. They are a logbook of your system's evolution and your team's growing
expertise.



File this document. Keep all post-mortems in a single, accessible location (shared drive,
wiki, project management tool). When you encounter a new failure, check your log first.
Patterns will emerge.

Post-mortem number: _____ (increment from your last one)

Filed in:




Real-Life Scenario: The Difference Between a Surface Fix and a
Systemic Fix

The situation: Your marketing automation syncs customer data from a third-party CRM
(Customer Relationship Management — the software where customer records are stored)
every night. One morning, the team discovers that thousands of records now have corrupted
email fields. The sync pulled data after the CRM provider changed an API field name without
warning.

The common mistake: The action item becomes "Update the code to use the new API field
name." This fixes today's problem. It does nothing for the next APl change, the next data
format issue, or the next third-party update you did not see coming.

The systemic action item: "Implement a data validation circuit breaker that automatically
pauses the sync and sends an alert to the on-call person if more than 1% of incoming
records fail schema validation (a check that verifies incoming data matches the expected
structure and format)." This addresses the entire class of "unexpected inbound data
changes" — regardless of the specific cause.

What most people underestimate: According to industry analysis, approximately 67% of
automated processes still require some form of manual intervention (source:
emasterlabs.com). The myth that automation means "set it and forget it" is one of the most
common contributors to catastrophic failures. Designing for the intervention — building in the
manual override, the alert, the pause mechanism — is not a sign of a bad system. It is a sign
of a resilient one.



Why This Matters for Building Resilient Systems

Every failure your team experiences contains information that no amount of upfront planning
can replicate. The blameless post-mortem is how you extract that information without
destroying the trust your team needs to operate under pressure. Industry data consistently
indicates that somewhere between 30% and 50% of automation projects fail outright
(sources: Forbes, EZSoft Inc. — note: these figures are widely cited in industry reporting and
should be understood as indicating the scale of the problem rather than precise
measurements). The teams that recover and improve are not the ones that never fail. They
are the ones that learn systematically from every failure. This worksheet is the mechanism
for that systematic learning — the foundation of a resilient design philosophy that extends

into every circuit breaker, redundancy layer, and stress test you build.



What To Do Next

Step 1: Explore the Full Resilient Systems Framework

This post-mortem worksheet is one part of a larger resilient system design approach —
covering circuit breakers, strategic redundancy, and pre-mortem stress-testing. Read the full

guide to connect your post-mortem findings to proactive design improvements.

Read the complete guide: Designing for Failure — Building Resilient Systems . [URL

placeholder: e.g., https://patrick-thoma.com/designing-for-failure-resilient-systems]

Step 2: Bring in Outside Perspective

If your post-mortem reveals systemic issues that your team cannot resolve internally —
architectural gaps, capacity limitations, or integration challenges — consider engaging a
systems architect, automation consultant, or reliability engineer for an independent review.

An outside perspective often catches blind spots that internal teams normalize over time.

Save or print this worksheet. Use it for every incident. Your completed post-mortems, filed
together, become a living record of your system's weaknesses, your team's decisions, and
your organization's growing resilience.
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